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Abstract

Background: In a healthcare system reliant on technology to enable care, threat actors are continually
seeking to gain access to healthcare information technology (IT) systems. Cyber-attacks on Canadian

healthcare infrastructure are on the rise and have dire impacts on clinical operations and safetyl. The
Simulation Program at Unity Health Toronto, with its extensive experience with translation simulation, co-
designed tabletop exercises that identified current state and resiliency of our systems.

Objectives: We used simulation to test the resiliency and continuity of our organization during a prolonged
IT downtime (Code Grey). Collaborating with IT and Emergency Preparedness, the Simulation Program
aimed to identify and document: 1) a clinical response to a complete IT systems outage; 2) key leadership
decisions related to patient care; and 3) leadership decisions related to ransom demands.

Innovation: Translational simulation is a tool to help improve patient care and health systems through
identification of safety and performance issuesZ. Two translational simulation tabletops were designed to
identify gaps in infrastructure and decision-making processes in relation to a cyber-attack. First, a clinically
focused tabletop tested a unit’s response to a prolonged Code Grey in key contexts, e.g. a code response. The
second, an Incident Management Team tabletop focused on testing the initiation of a Command Centre
without network communications, identifying (un)available information, Code Grey specific impacts, and
IMT decisions including ransom demands.

Impact: Planning and executing these simulations allowed teams to identify ‘at risk’ departments/areas and
implement ‘quick wins’. These included: leveraging device management software on corporate phones,
purchasing infrastructure for communication alternatives and working with external vendors to create
redundancy for key infrastructure. The IT and Communications departments were able to test documented
emergency plans, and the organization now has new knowledge to prioritize preparedness work for the
organization.
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Background

In a healthcare system reliant on technology to enable care, threat actors are
continually seeking to gain access to healthcare information technology (IT) systems.
Cyber-attacks on Canadian healthcare infrastructure are on the rise and have dire
impacts on clinical operations and safety (1). The Simulation Program at Unity Health
Toronto, with its extensive experience with translation simulation, co-designed
tabletop exercises that analyzed current state response, resiliency elements of the
systems, and opportunities for improvement.

Objective

We used simulation to test the resiliency and continuity of our organization during
aprolonged IT downtime (Code Grey). Collaborating with IT and Emergency
Preparedness, the Simulation Program aimed to identify and document:
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Innovation

Translational simulation is a tool to help improve
patient care and health systems through
identification of safety and performance issues
(2). Two translational simulation tabletops were
designed to identify gaps in infrastructure and
decision-making processes during a cyber-
attack:

1. A clinically focused tabletop tested a unit’s
response to a prolonged Code Grey in key
contexts, e.g. a code response.

2. An Incident Management Team (IMT)
tabletop focused on testing the initiation of a
Command Centre without network
communications, identifying (un)available
information, Code Grey specific impacts, and
IMT decisions including ransom demands.

Impact

Planning and executing these simulations
allowed teams to identify ‘at risk’
departments/areas and implement ‘quick wins’.
These included: leveraging device management
software on corporate phones, purchasing
infrastructure for communication alternatives
and working with external vendors to create
redundancy for key infrastructure. The IT and
Communications departments were able to test
documented emergency plans, and the
organization now has new knowledge to
prioritize preparedness work for the
organization.

rg/10.1186/541077-021-00160-6

LLLB UNITY HEALTH
TORONTO

2023 Beavers et al. Cureus 15(12): e.

Page 2 of 2



	Cyber-Attack Preparedness: Enhancing Readiness through Translational Simulation.
	Abstract


